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Attachment 3

Service Level Agreement
Definitions
Defined Terms
For those terms not otherwise defined in this Service Level Agreement (“SLA”), such terms shall have the definitions set forth in Exhibit 1 of the Master Services Agreement (the “Agreement”). Consistent with the Agreement, in the event of a conflict between the terms and conditions of this SLA and the terms and conditions of the Agreement, the terms and conditions of the Agreement shall control.
	Term
	Definition

	Authorized User
	Means, unless otherwise indicated, all Clerks, Clerk’s staff, Judicial Officers, and any individual, system or entity authorized to access or use the Services provided by Contractor under the Agreement.

	Authorized Court User
	Means an end user with security to perform recordkeeping or maintenance in the CMS. 

	Defect
	Any bug, error, malfunction, adverse data condition, or other performance interruption that causes the CMS to fail to operate in conformance with Contractor’s then current publicized specifications, but that does not cause a complete application outage.

	Defect Level 1
	A Documented Defect that causes:
(a) complete application failure or application unavailability 
(b) application failure or unavailability in one or more of Authorized Users’ locations or 
(c) systemic loss of multiple essential system functions.

	Defect Level 2
	A Documented Defect that causes: 
(a) repeated, consistent failure of Essential Functionality affecting more than one user or 
(b) loss or corruption of data.

	Defect Level 3
	A Level 1 Defect with an existing Circumvention Procedure, or a Level 2 Defect that affects only one user or for which there is an existing Circumvention Procedure.

	Defect Level 4
	A Documented Defect that causes failure of non-essential functionality or a cosmetic or other documented Defect that does not qualify as any other service level defect.

	Documented Defect
	A Defect submitted in writing with sufficient evidence of its occurrence that the Contractor may reasonably request per Issue Reporting and Escalation. Authorized Court User shall deliver such information to the Contractor concurrently with notification to the Contractor of a Defect. All reasonable efforts must be used by the AOC and/or Court to eliminate any non-application related issues prior to notification to the Contractor of such Defect, including, but not limited to, issues related to the network, user training, extensions produced by Authorized Users, and data problems not caused by the system. 

	Knowledge (or Known)
	Means facts known by any Contractor personnel performing Services under the Agreement. 

	Problem
	Means any Known  or should have reasonably Known material Documented Defect, including any (i) Security Incident, (ii) failure to deliver any Services, (iii) failure to deliver any Service Levels, (iv) situation that has negatively impacted or could reasonably  negatively impact the AOC’s or Clerk’s Office physical or information security, operations, and any policies, procedures, or services described in the Agreement, the Statement of Work or work authorization, or Applicable Laws; or (v) situation that has had or reasonably could have any adverse impact on the Services.

	Scheduled Downtime
	Means a planned outage of Services (in whole or in part) that is scheduled by Contractor with the Clerk’s Office or AOC more than 48 hours in advance of the commencement of such outage. 

	Support Help Desk
	The Contractor Support Helpdesk provides technical support and help on all Contractor products and services. It can be reached via email, phone or web portal by Authorized Court Users during the hours stated and under the following conditions.



[bookmark: _Toc29504721]Measurement Period
If the “Measurement Period” is designated as “monthly,” it shall mean the period commencing 12:00:00 a.m. on the first day of each month and ending  11:59:59 a.m. on the first day of the following month; if the “Measurement Period” is designated as “quarterly,” it shall mean the period commencing 12:00:00 a.m. on the first day of each quarter and ending 11:59:59 a.m. on the first day of the following quarter; and if the “Measurement Period” is designated as “annually”, it shall mean the period commencing 12:00:00 a.m. on the first day of each fiscal year and ending 11:59:59 a.m. on the last day of the fiscal year.
AOC Responsibilities and Obligations to Cooperate
It is AOC’s responsibility to ensure that it meets the following obligations to cooperate at no cost to Contractor:
· Have an internet connection with adequate bandwidth; 
· Use an internet browser in accordance with the Software’s minimum requirements; 
· AOC is entitled to list a reasonable and mutually agreed number of AOC staff employees by email, with names and contact data for verification, who can contact the Support Helpdesk. The AOC must inform Contractor of any change in the named employees and keep the list up to date; 
· Courts over 20,000 in population are entitled to list up to five (5) employees by email, with names and contact data for verification, who can contact the Support Helpdesk. The court must inform Contractor of any change in the named employees and keep the list up to date;
· Courts under 20,000 in population are entitled to list up to three (3) employees by email, with names and contact data for verification, who can contact the Support Helpdesk. The court must inform Contractor of any change in the named employees and keep the list up to date;
· Provide Contractor, at least by email, with up-to-date information on the persons authorized to issue instructions, such as personnel changes; 
· Report all incidents or issues to the Support Helpdesk promptly; 
· Use anti-virus software with definitions updated daily; 
· Make every effort to be available to Contractor during the resolution of a service-related request.

Service Level Requirements
Monitoring
Contractor will continuously monitor Services in order to identify, report, and correct Problems. Contractor will use commercially reasonable efforts to notify AOC promptly upon knowledge of an actual or anticipated Problem; however, it is AOC’s responsibility to report and document Problems, in writing, to ensure Contractor has actual Knowledge thereof.  
Measurement Reporting 
The Contractor will provide AOC with performance metrics and data in a Web-based dashboard format, which must be preapproved by AOC, that depict the current conditions related to Service delivery. Contractor must provide performance metrics and data upon AOC’s request. 
On or before the 10th calendar day of each month or as otherwise requested by AOC, Contractor will deliver performance measurements to the dashboard containing:
· All data related to the provision of the Service during the immediately preceding calendar month;
· Details of the Contractor’s performance as measured against the SLRs for such Service during the immediately preceding calendar month;
· Details of any Scheduled Downtime which the Contractor believes has impacted the measured Services during the applicable month; and
· Any other information reasonably requested by AOC.
Exceptions
In addition to Scheduled Downtime, the Contractor shall not be responsible for any Problems to the extent that such Problem is caused by any of the following:
· Service outages due to system components owned or controlled by Customers, third-party contractors and other than subcontractors engaged by Contractor. Contractor must be able to provide an explanation regarding system downtime and mitigation of effects.
· Willful misconduct or violations of law by AOC or third-party contractors, other than subcontractors engaged by Contractor.
· Service or resource reductions approved by AOC and agreed to by the parties through a Change Request; provided that, as part of such process, the Contractor has previously notified AOC in writing that the implementation of such Change Request would result in such failure to meet the SLR.
· Any other Force Majeure.

[bookmark: _Ref524021253][bookmark: _Toc36583431]Service Problem Analysis 
[bookmark: _Ref33201547]Notification of Problems 
If Contractor becomes aware of any Problem, Contractor will: 
· provide AOC with notice of such Problem (no later than two (2) days after discovery); 
· provide AOC with a description of the Problem and its expected impact; and 
· meet with AOC no later than four (4) days after discovery to formulate and implement an action plan to minimize the impact of such Problem. However, to ensure Contractor has actual knowledge thereof, it is AOC’s responsibility to report SLR Failures, outages, and other issues in writing.
[bookmark: _Ref32225642]Corrective Action Plan (CAP)
If either Party reasonably determines that a Problem has occurred, such Party shall promptly [no later than two (2) business days] notify the other Party of such Problem (a “CAP Notice”). Concurrent with delivery or receipt of such CAP Notice, as applicable, Contractor shall: 
· immediately take steps to mitigate any harmful effects of such failure within its control;
· correct the Problem as soon as practicable;
· continuously, and when requested by AOC, advise AOC of the progress and status of remedial efforts; 
· promptly upon resolution of the Problem (and within five days after the resolution) perform a Root Cause Analysis; 
· prepare a Corrective Action Plan to correct the source of the Problems; and 
· [bookmark: DocXTextRef36][bookmark: DocXTextRef37][bookmark: DocXTextRef38][bookmark: DocXTextRef39][bookmark: DocXTextRef40][bookmark: DocXTextRef41][bookmark: DocXTextRef42][bookmark: _Ref33201548]following acceptance of such Corrective Action Plan by AOC, Contractor shall, within the timeline set forth in the Corrective Action Plan, promptly correct the source of the Problems, advise AOC of the progress of correction efforts at stages determined by AOC, and demonstrate that all reasonable action has been taken to prevent a recurrence of the failure.
Service Level Reimbursements 
Contractor shall reimburse AOC for failure to promptly [no later than two (2) business days] implement a Corrective Action Plan after recognizing or receiving notice of a Problem. Reimbursement will come in the form of a cost deduction on the next month’s invoice. 
For each unimplemented Corrective Action Plan, 5% of the monthly Charges will be reimbursed to AOC on the following month’s invoice. The maximum amount of Service Level Reimbursements in any Contract Year shall not exceed 18% of the Charges applicable to such Contract Year. If Contractor owes eleven (11) or more Service Level Reimbursements during any rolling six (6) month period, Contractor may be deemed to be in default of the Agreement.
Post Go-Live Issue Reporting and Escalation 
Reported issues and defects must fully capture all critical information needed for a resolution. Upon notification, the Contractor will enter the issue in their tracking tool. Severity and priority will be categorized by the person reporting the issue and may be adjusted during project meetings.
Priority status and delivery of fixes will be discussed between project managers. Adjustments may be made based on sprint loads, project priorities, project status, resources (of the AOC, Contractor, and Customers), and current circumstances. 
Issue Reporting Documentation & Definitions
Issue Reporting should provide documentation that supports recreation of the issue, including but not limited to the following:
	Issue Reporting Documentation
	Definition

	Description of the issue
	Detailed narrative and notable information regarding the issue

	Steps to support recreating the issue
	Step-by-step what the user was doing and how it was done. Please include the keys or buttons pressed, screens viewed, and other pertinent information required to support recreation of the issue

	Screenshots 
	Attach a screen capture or video of the screens involved

	System information
	Browser name and version (PC, laptop, etc.)

	Environment
	Test, Production, or Backup

	Type
	Functional, Performance, Usability, or Security

	Expected outcome
	What the user thought should have happened

	Actual outcome
	What actually did happen

	Severity 
	Impact on functionality (See Section 7.2)

	Priority 
	How urgently the item needs to be fixed (See Section 7.3)



Defect Level Conversion Table – Definitions 
	AOC Issue Severity Level 
	Contractor Equivalent 
	Reporting

	Defect Level 1
	Critical
	Enter support ticket with documentation. 
Immediately call Contractor Project Team (still in Test) or Support (in Maintenance) to escalate the issue. 

	Defect Level 2
	Major
	Enter support ticket with documentation. 
Call GJS Project Team or Support.

	Defect Level 3
	Moderate
	Enter Jira ticket. 

	Defect Level 4
	Minor
	Enter Jira ticket.



Defect Priority Levels - Definitions
	Issue Priority Level 
	Issue Priority Level 
	Description

	Catastrophic
	1
	Production environment is down.

	Critical
	2
	Major blocker that has affected the functionality of the whole web-application or website. The fix is to be deployed immediately or as soon as possible.

	High
	3
	Obstruction must be resolved in the upcoming release as the system cannot be used until the bug is fixed.

	Medium
	4
	Fix may be considered after the deployment of an upcoming release. 

	Low
	5
	Given the least attention. It may or may not be placed under the development bucket.


Support Helpdesk Scope
Aspects covered by the Support Helpdesk 
· System service interruption/outage; 
· System service updates/maintenance; 
· System service behavior that is not in line with what Customers expect; and
· Support regarding functionality. 
Aspects NOT covered by the Support Helpdesk
· Requests from third-party provider(s) of the Customer; 
· Networks, devices, servers and workstations managed by the Customer; 
· Requests regarding configuration and customization of Contractor products and services; or
· Non-court users. 
Contractor will send a list of its compatibilities at least every 2 years (which may be included via the documentation).
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